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Modul Sachverhalt

Leistungsschlüssel 99109014014000, 99109014014000

Leistungsbezeichnung I Report phishing mails

Leistungsbezeichnung II

Typisierung 6 - Allgemeine Hinweise, nicht spezifische für eine
Leistung

Quellredaktion Hessen

Freigabestatus Katalog unbestimmter Freigabestatus

Freigabestatus Bibliothek unbestimmter Freigabestatus

Begriffe im Kontext

Leistungstyp Leistungsobjekt mit Verrichtung

Leistungsgruppierung Telekommunikation (109)

Verrichtungskennung Meldung (014)

SDG-Informationsbereich Ausübung der Rechte der Betroffenen im
Zusammenhang mit dem Schutz personenbezogener
Daten

Lagen Portalverbund Verbraucherschutz (1150300)

Einheitlicher
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Ansprechpartner Nein

Fachlich freigegeben am 06.11.2013

Fachlich freigegen durch Hessian Ministry for the Environment, Climate
Protection, Agriculture and Consumer Protection

Handlungsgrundlage

Teaser

Volltext Using so-called phishing emails, internet fraudsters try
to "fish out" passwords, account numbers, telephone
numbers and other personal data from internet users
under the guise of well-known companies and
institutions. Reputable service providers never ask for
confidential customer data by e-mail, telephone or text
message. If you receive an e-mail asking you to enter
secret personal data, you should neither reply to it nor
open any attachments or links contained in it.

Warning in the "phishing radar"

To protect against "data fishers", the Federal Ministry
of Food, Agriculture and Consumer Protection and the
North Rhine-Westphalia Consumer Advice Center set
up a "Phishing Radar" on the Internet. Since the end of
the Consumer Financial Knowledge project on
December 31, 2012, the North Rhine-Westphalia
Consumer Advice Center has continued to operate the
Phishing Radar. The alert provides information about
current threats.

In a connected forum, you have the opportunity to find
out about the phishing e-mails currently in circulation
from the individual providers. You can forward
phishing e-mails directly to phishing@vz-nrw.de for
evaluation by the consumer protection agency.

If possible, also inform the companies and institutions
under whose name the "data fishers" are operating.
This will help the companies and institutions to take
action against the fraudsters.
https://www.verbraucherzentrale.nrw/wissen/digitale-
welt/phishingradar/phishingradar-aktuelle-warnungen-
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6059
https://www.verbraucherzentrale.nrw/wissen/digitale-
welt/phishingradar/phishingradar-aktuelle-warnungen-
6059

Erforderliche Unterlagen

Voraussetzungen

Kosten The Internet application "Phishing Radar" is a free
service.

Verfahrensablauf Forward phishing mail

Forward the e-mail to the North Rhine-Westphalia
Consumer Advice Center at the following address

• E-mail: phishing@vz-nrw.de

The moderators of the forum will evaluate the
message and post a warning message in the "Phishing
Radar".

Bearbeitungsdauer

Frist

weiterführende
Informationen

Hinweise

Rechtsbehelf

Kurztext

Ansprechpunkt the Consumer Center North Rhine-Westphalia

E-mail: phishing@vz-nrw.de
https://www.verbraucherzentrale.de/wissen/digitale-w
elt/phishingradar/phishingradar-aktuelle-warnungen-6
059
https://www.verbraucherzentrale.de/wissen/digitale-w
elt/phishingradar/phishingradar-aktuelle-warnungen-6
059

Zuständige Stelle

Report phishing mails Heruntergeladen am
99109014014000, 99109014014000 28.06.2025 3



Modul Sachverhalt

Formulare

Ursprungsportal Report phishing mails, Phishing-Mails melden
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