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Leistungsbezeichnung I Berechtigungszertifikat nach PAuswG Erteilung

Leistungsbezeichnung II Request authorization certificate for online ID card
function

Typisierung 1 - Bund: Regelung und Vollzug

Quellredaktion Bund

Freigabestatus Katalog fachlich freigegeben (gold)

Freigabestatus Bibliothek unbestimmter Freigabestatus

Begriffe im Kontext

Leistungstyp Leistungsobjekt mit Verrichtung

Leistungsgruppierung

Verrichtungskennung Erteilung (1)

SDG-Informationsbereich Dokumente, die von Unionsbürgern, ihren
Familienmitgliedern, die keine Unionsbürger sind,
allein reisenden Minderjährigen und
Nicht-Unionsbürgern bei grenzüberschreitenden
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Reisen innerhalb der Union verlangt werden
(Personalausweis, Visum, Pass)

Lagen Portalverbund Eintragung in Register (2020100)

Einheitlicher
Ansprechpartner

Nein

Fachlich freigegeben am 22.08.2023

Fachlich freigegen durch Federal Ministry of the Interior and Home Affairs (BMI)

Handlungsgrundlage https://www.gesetze-im-internet.de/pauswg/__21.html
https://www.gesetze-im-internet.de/pauswv/__28.html

Teaser If you want to use the online ID card function as a
providing organization in your own application, you
need an authorization certificate.

Volltext An authorization certificate is required for each
electronic service that can be used with the online ID
card, which authorizes authentication and
authentication of the user and service provider.

The following can apply for an authorization certificate

  • Service providers and
  • Identification service providers
  • On-site service providers

The following authorizations are distinguished:

  • the proof of identity to online service providers,
  • on-site reading at service providers, and
  • the proof of identity vis-à-vis identification service
providers.

Proof of identity vis-à-vis online service providers

The authorization certificate gives you permission to
request and process data from ID cards to identify the
holder. The authorization certificate and the verified
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electronic keys enable technical access. You can use it
to integrate the online ID card function as a digital
means of identification in your own online service or in
a vending machine or terminal.  
In your application, you must explain why you have an
interest in using the online ID card function and how
you will use the ID card holders' personal data. You
must also ensure that the data is adequately
protected.

On-site reading at service providers

Wherever personal data such as name and address are
to be transferred to a form, an on-site readout is the
best option. The data is read out and transferred
electronically.  
The cardholder is present in person. Before the data is
read out, the authorization holder must identify the
cardholder on the basis of the printed photo and
personal data.  
In the case of on-site readout, the PIN entry by the ID
card holder is not required. It is replaced by the entry
or technical recording of the access number (Card
Access Number - CAN) on the front of the ID card by
the authorization holder.  
  
Proof of identity to identification service providers

Companies and public authorities can use a certified
third-party service for proof of identity. The so-called
identification service providers make the data from the
use of the online ID function available to companies
and authorities in individual cases.  
Identification service providers must apply for
authorization and the authorization certificate instead
of the service providers.

They must also have their service certified by the
Federal Office for Information Security.

The authorizations are each valid for a maximum of 3
years. They can be withdrawn immediately at any time
in the event of a breach of the declaration made and of
the law.
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Note

As the applicant organization, you must commission
the authorization certificate provider (BerCA) yourself.
This means: On the basis of the positive authorization
notice from the Federal Office of Administration (BVA),
you conclude a contract directly with the authorization
certificate provider (BerCA) for the technical
procurement of the authorization certificate and the
blacklists.

Erforderliche Unterlagen When submitting your application, you must submit:

  • Application form (completed and signed)
  • Privacy policy
  • Extract from the Commercial Register (for e-business
only)
  • Description of the interest in authorization on which
the application is based
  • For comprehension purposes, you can depict your
business process using a flowchart and attach it to the
application.
  • If you are using a technical service company, please
attach the contract.
  • Certificate from the Federal Office for Information
Security (BSI) (identification service providers only)

Voraussetzungen Be able to apply for a certificate of authorization:

  • Service provider
  • Identification service provider
  • On-site service provider

Other requirements:

  • Service provider requirements for your credential
acquisition: 
    • Communicate and prove the identity of the service
provider.
    • Description of the interest in an authorization
underlying the application, in particular the planned
organization-related use
    • Proof of data protection and security measures
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    • There must be no evidence of misuse of the
authorization
  • Special requirements for identification service
providers: 
    • Certificate of compliance from the German Federal
Office for Information Security (BSI).
  • You also need your own eID server for operation or
a service company as an eID service provider or 
    • suitable software,
    • a reader for on-site reading, and
    • a suitable integration of the ID card application into
your website or background system.

Kosten Gebühr: 80€
Rejected eligibility request
Gebühr: 102€
Issuance of an authorization
Gebühr: 115€
Withdrawal or revocation of an authorization

Verfahrensablauf You must apply for the Certificate of Eligibility in writing
or online to the Federal Office of Administration (BVA).

Written application:

  • Go to the BVA website and fill out the application
form electronically.
  • Print out the completed form and sign it.
  • Mail the completed and signed form, along with all
other required documents, to the Certificate of
Eligibility Awarding Office.
  • The awarding office will review your application.
  • You will then receive by mail 
    • proof of eligibility or
    • a notice of rejection
    • or a request to submit a new application.  
sent to you.

Online application:

  • Go to the Federal Portal website and fill out the
application form electronically. 
    • Note: For the online function, you need your ID
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card with PIN number
  • Attach the other requested documents as a scan.
  • Submit your application.
  • The issuing office will check your application.
  • You will then receive either by mail or in your digital
BundID mailbox. 
    • the proof of eligibility or
    • a notice of rejection
    • (or a request for a new application).  
sent to you.
  • You must then select an authorization certificate
provider (BerCA) to provide the authorization
certificates and can then conclude a contract based on
the positive authorization notice.
  • Now you can operate your own eID server or select a
service provider as your eID service provider.

Notice:

eID service companies can support you with the
procurement of the certificates for a fee and provide
the complete infrastructure.

Bearbeitungsdauer 1 - 2 Woche(n)
Issuance of an authorization certificate Note: Contract
negotiations between you as the service provider and
the authorization certificate provider (BerCA) should
begin early so that you can use the certificate in good
time.

Frist 3 Jahr(e)
Validity of the authorization certificate

weiterführende
Informationen

https://www.personalausweisportal.de/Webs/PA/DE/st
artseite/startseite-node.html

Hinweise There are no clues or specifics.

Rechtsbehelf • Objection
  • Administrative court action

Kurztext • Authorization certificate according to PAuswG
Issuance
  • the authorization certificate is an electronic
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attestation that is checked by the chip of the ID card
before each reading operation
  • with the authorization certificate, service providers
can use the online ID card function to enter data to
identify the holder 
    • of the identity card,
    • the electronic residence permit, and
    • the eID card for EU/EEA citizens

to request

  • can apply for the authorization certificate: 
    • Service provider
    • Identification service provider
    • On-site service provider
  • Validity of the authorization certificate: 3 years
  • Information provided by: Federal Office of
Administration (BVA)
  • Application via: Application must be made in writing
or online to the Federal Office of Administration (BVA).
  • responsible: Federal Office of Administration (BVA)

Ansprechpunkt

Zuständige Stelle

Formulare Forms available: Yes

Written form required: Yes

Informal application possible: No

Personal appearance required: No

Online services available: Yes

Ursprungsportal Berechtigungszertifikat nach PAuswG Erteilung,
Berechtigungszertifikat nach PAuswG Erteilung
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