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Modul Sachverhalt

Leistungsschlüssel 99118057001000

Leistungsbezeichnung I IT security label Issuance

Leistungsbezeichnung II Apply for a voluntary IT security label

Typisierung 1 - Bund: Regelung und Vollzug

Quellredaktion Bund

Freigabestatus Katalog fachlich freigegeben (gold)

Freigabestatus Bibliothek unbestimmter Freigabestatus

Begriffe im Kontext

Leistungstyp Leistungsobjekt mit Verrichtung

Leistungsgruppierung

Verrichtungskennung Erteilung (1)

SDG-Informationsbereich Vorschriften für und Anforderungen an Erzeugnisse

Lagen Portalverbund Prüfung und Nachweise für Sachkunde und Sicherheit
(2120300)

Einheitlicher
Ansprechpartner

Nein

Fachlich freigegeben am 11.01.2024
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Fachlich freigegen durch Federal Ministry of the Interior and for Home Affairs
(BMI)

Handlungsgrundlage https://www.gesetze-im-internet.de/bsig_2009/__9c.ht
ml
https://www.gesetze-im-internet.de/bsi-itsikv/BJNR497
800021.html

Teaser You can apply for the IT security mark of the Federal
Office for Information Security (BSI) for your IT
consumer products. This is your assurance that your
products meet the security requirements of the BSI.

Volltext The Federal Office for Information Security (BSI) issues
the IT security label for products on the consumer
market. This applies, for example, to the following
product categories:

• Broadband routers
• E-mail services
• Smart consumer devices, including Smart television,
Smart cameras, smart speakers, smart toys and Smart
cleaning and garden robots
• Video conferencing services,
• Mobile devices, for example smartphones and tablets

With the BSI product label, manufacturers and service
providers have the opportunity to make the IT security
features of their products transparent and thus stand
out on the market. This provides consumers with
guidance when purchasing IT products, as they are
able to take cyber security aspects into account when
making their purchase decision.

To obtain an IT security label, you must submit an
application to the BSI. The application is voluntary.
With the IT security mark, you show that your products
meet certain security standards that have been issued
or recognized by the BSI.

The IT security mark essentially consists of

• an assurance from your company that your product
or service meets certain IT security requirements for a
specified period of time (manufacturer's declaration).

IT security label Issuance Heruntergeladen am
99118057001000 29.06.2025 2



Modul Sachverhalt

• a BSI product information page with up-to-date
security information. This informs consumers about
the IT security features of your product or service.

If you receive approval from the BSI, use the IT security
label on the product, packaging or online.

The BSI market surveillance authority can check
whether your product actually fulfills the requirements
for the IT security label on a random basis or on an ad
hoc basis.

If the BSI identifies a deviation or security gap, you will
be contacted. You will then be given the opportunity to
rectify the identified deficiencies or security gaps. If the
security gap is not rectified or is particularly critical, the
BSI may additionally

• publish security information on the product
information page or
• revoke the approval of the IT security label.

As a rule, IT security labels expire after 2 years. The BSI
can specify a different period for individual product
categories. As soon as the term has expired, the
release of the IT security label is terminated.

The BSI concludes mutual recognition agreements with
foreign state labels. These agreements make it
possible to issue the mark in a simplified procedure.
An overview of the existing recognition agreements
can be found on the BSI website.

Erforderliche Unterlagen • Application for the respective product category
• any other attachments named there
• Product images for publication on the website of the
Federal Office for Information Security (BSI)
• Extract from the commercial register, not older than 6
months, or other suitable proof of company
registration

Voraussetzungen • Your product or service must meet the requirements
of the respective product category.
• You have checked the conformity before submitting
the application.
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Kosten The Federal Office for Information Security (BSI)
charges an administrative fee for processing the
application.

Verfahrensablauf You can apply to use the IT security label for your
product or service online via the federal portal or in
writing by e-mail or post.

Apply for the IT security label online:

• First check your product for conformity with the
security requirements of the relevant product
category.
• Go to the federal portal verwaltung.bund.de and
complete the online application.
• Upload the documents required for the respective
product category and specified in the application.
• Send the application to the Federal Office for
Information Security (BSI) via the federal portal.
• The BSI will check your application for completeness
and request additional documents if necessary.
• As soon as all documents have been submitted, you
will receive a confirmation of receipt from the BSI.
• The BSI will check the plausibility of the information
and documents you have submitted.
• You will receive a fee notice before the IT security
label is approved.
• Once you have paid the administrative fee, the BSI
will issue you with the final approval of the IT security
label in the form of an approval notice.
• With the approval notice, the respective product
information page is published and the individual IT
security label is made available.
• If the BSI considers rejecting the IT security label
during the application review, you can comment on
this before the decision is made.

Apply for the IT security label by e-mail and post:

• First check your product for conformity with the
security requirements of the relevant product
category.
• Go to the BSI website and download the application
for the IT security label for your product category.
• Complete the application on your computer and save
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the application without signing it.
• Send the application with the other required
documents by e-mail or De-Mail.
• Print out the complete application documents
without product images and sign the application.
• Send the application and the associated documents
to the BSI by post.
• The remaining steps are identical to the online
procedure.

Bearbeitungsdauer 6 - 8 Woche(n)

Frist 4 Woche(n)
2 Jahr(e)
Application deadline: You can apply for an extension of
the validity period of the IT security label at the earliest
3 months and at the latest 6 weeks before the expiry
date.

weiterführende
Informationen

https://www.bsi.bund.de/DE/Themen/Unternehmen-u
nd-Organisationen/IT-Sicherheitskennzeichen/it-sicher
heitskennzeichen_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-u
nd-Organisationen/IT-Sicherheitskennzeichen/fuer-Her
steller/FAQ-IT-SiK-fuer-hersteller_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/B
SI/IT-Sicherheitskennzeichen/Verfahrensbeschreibung.
pdf
https://www.bsi.bund.de/DE/Themen/Unternehmen-u
nd-Organisationen/IT-Sicherheitskennzeichen/fuer-Her
steller/IT-SiK-fuer-hersteller_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-u
nd-Organisationen/IT-Sicherheitskennzeichen/fuer-Her
steller/Sicherheitsanforderungen/IT-SiK-Sicherheitsanf
orderungen_node.html

Hinweise There are no indications or special features.

Rechtsbehelf • Hearing if the BSI intends not to issue the IT security
label
• Objection

Kurztext • IT security label issue
• IT consumer products can be awarded the IT security
label of the Federal Office for Information Security (BSI)
• IT security labels are issued for the following product
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categories, for example: Broadband routers E-mail
services Smart consumer devices, including Smart
television Smart cleaning and garden robots Smart
toys Smart speakers Smart cameras Video
conferencing services Mobile devices, for example
smartphones tablets
• Manufacturers or service providers can voluntarily
submit an application to the BSI for an IT security label
• Required documents: Application Manufacturer's
declaration Product images Proof of company (e.g.
extract from the commercial register) Further
documents if necessary
• Application for the license plate by e-mail and post:
Independent conformity check before submitting the
application Download the application documents from
the BSI website, complete and sign them Send the
application with the manufacturer's declaration to the
BSI BSI issues IT security mark for use on the product,
packaging or online
• BSI creates a product information page with
information for consumers
• Apply online via the federal portal: Independent
conformity check before submitting the application
Access and complete the online application at
verwaltung.bund.de Upload the required documents
Further steps identical to by post
• Period of validity of the IT security label May vary
depending on the product category Generally valid for
2 years Application for extension at the earliest 3
months and at the latest 6 weeks before expiry of
validity
• BSI market surveillance can check whether the
product consistently meets the requirements for the IT
security label during the term of validity on a random
basis or on an ad hoc basis
• In the event of a deviation or security gap during the
period of validity, the BSI informs the company any
deviations or security gaps identified must be rectified
within a reasonable period of time BSI can publish a
corresponding security information or revoke the
release of the IT security label in the event of
unrectified or particularly critical vulnerabilities
• A processing fee is charged for processing the
application
• responsible: Federal Office for Information Security
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(BSI)

Ansprechpunkt

Zuständige Stelle

Formulare

Ursprungsportal IT-Sicherheitskennzeichen Erteilung, IT security label
Issuance
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